ARLINGTON HEIGHTS SCHOOL DISTRICT 25

STUDENT DATA UPDATE



DATA PRIVACY AS PRIORITY

> |t is our legal and ethical
obligation to protect students
and their data.

> Personally Identifiable
Information (PIl) includes
information such as name,
DOB, address, grades, ID

numbers, etc.




CURRENT AREAS OF FOCUS

> Web page with approved platforms and tools
include privacy policies and terms of service.

> Reviewed twice per year for updates

» Educational websites & web-based tools
information in handbook and online.

> Limited personally identifiable information (PII) in
student accounts.




CURRENT AREAS OF FOCUS

> Information provided to staff regarding available
systems and platforms.

> Review of subscriptions and applications through
Tech Facilitators.

> Maintaining access and monitoring controls.

> Updated data breach protocol.




STUDENT ONLINE PERSONAL PROTECTION ACT (SOPPA)

> Updated Student Online Personal Protection Act, will go into effect
July 2021.

> The significant changes made to this law impact:
» School Districts (BOE Policy 7:345)
» The lllinois State Board of Education

» Educational technology vendors who plan on working with these
entities

Some information complied from Himes, Petrarca and Fester



KEY CONCEPTS AND EXPECTATIONS

> An operator is any 3rd party (website, resource,
service, software, app). Operators host, process,
gather, and maintain data from parents and
students.

» Schools and Operators may only collect information
for school related purposes.




KEY CONCEPTS AND EXPECTATIONS CONT.

» The district must:

> Have a written agreement with operators that
deals with personally identifiable information (PlII).

> Post a variety of information on website including
data review procedures, vendor agreements, data
shared, and data breaches.




CURRENT SOPPA RELATED ACTIVITIES

> Recent adoption of BOE policies (7:345)
> Updated data breach procedures and responsibilities

> Training with LTC (Learning and Technology Center of
lllinois)

> Member of SPDC (Student Data Privacy Consortium)

> Ongoing collection of data agreements with operators




CURRENT SOPPA RELATED ACTIVITIES

» Coordinating with legal teams and other districts
» Meetings and communications with:

> Cabinet | Administrative team | Tech facilitators | Staft

> Utilizing LearnPlatform for both statf and public facing
information to provide updated and required
information




General classroom/school use (these accounts generally include a username/id, password, and grade level but do not include
other information such as address or date of birth):
o Destiny Follett (library management system for book checkout - barcode is scanned for student prior to checkout but
each student has an account they can monitor checkout) - Janurary 2020
Edmodo (classroom management system - limited use in district) - May 2020
GoGuardian Teacher (grades 3-8) - link as of September 2020
Google GSuite
= General Google privacy policy - January 2019
= GSuite for Education - Terms of Service
= Google for Education Privacy and Security Center
Quizlet (online quiz maker) - April 2020
PebbleGo - No date provided - link as of July 2020

Schoology (District 25 has the enterprise version and students login with gSuite account) - Privacy Policy (June 2019)

and Terms of Use (January 2019). This Privacy Policy does not apply to the Schoology App Center. For information on
the privacy policies of the Schoology App Center, visit https://developers.schoology.com/privacy
SeeSaw (portfolio software) - September 2019
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Manage PPL

< Back to Products > @ Explain Everything EDU

Explain Everything EDU

showcase your work.

Privacy Policy | Terms of Service

Resources

B Originating NDPA - Explain ..

B  Exhibit E - Explain Everything

An iPad tool that teachers use to explain concepts in a creative way.
View other users explanations or submit your personal creations to

Statuses

Visit Website

Originating NDPA - Explain Everything

Exhibit E - Explain Everything




NEXT STEPS

» Continue sending out requests for data sharing agreements

> Build out LearnPlatform with new information

> Communicate info and develop materials for statff and community
» Update website as applicable to meet requirements

» Communicate approval process for any new platforms or services

> Plan for additional training in fall including new teacher sessions




